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Abstract

In recent yearsAccess Control became an important issue, as organizations agglired to manage
the confidentiality of the data they maintain. he tend, organizations need to define their policies
regarding access to data. One of the interestingllenges in this context is how to represent the
required knowledge for these data-access polictrse of the common techniques for representing
knowledge is using a@ntology, in particular, we observe the progressively usaMeb Ontology
Language (OWL). As a result, a requirement for ahmgology that will assist developers to build
valuable ontologies arises.

In this paper we define a set of twelve valuableega for ontologies, based on a literature search
The set of criteria include six criteria that anehierent to an ontology (e.g., reflection of reakiyd
structure and uniformity). Six other criteria areerived from the ontology's usage (e.g., non-
redundancy and consistency).

We then examine the proposed criteria against daology that we previously introducedsHuation-
Based Access Control (SitBAC) OWL ontology. SitBAC ontology is used for repnéisg access-
control policies for electronic medical records, avl health organizations can specify their access
regulations to patients’ data according to the aotof the request. On top of the SitBAC ontology,
we provide an associated reasoning-based infereneéhod, for real time reasoning about new
incoming data-access requests.

Keywords: Access-Control, Data-Access Policies, wladge Representation, Ontology, Web
Ontology Language (OWL)



1 INTRODUCTION

The issue ofAccess Control (AC) turned to be important in the day life of rgasrganizations, as a
result of computerization process. In particularg@izations are required to protect their datanfro
been accessible by unauthorized entities, espgciélthe data is considered to be sensitive (e.g.,
healthcare data). To this end, organizations shdefthe their data-access policies. The policies ar
based on organization knowledge that we believelldhbe formally represented. In this paper we
focus onOntology representation and discuss ways to create a \aloab.

According to Van Bemmel and Musen [Kjnowledge Representation (KR) methods include a)
First-order logics; b) If...then...else rules; c) Setmahetworks; d) Decision-theoretic models (e.g.,
Bayesian Networks, Decision trees); and e) Ontel®@e.g., Frames, Description logics). An ontology
[2] is a machine-interpretable specification of an@eptualization-that is, the entities, presumed to
exist in some area of interest, their attributes| #he relationships that hold among them. Ontology
defines a common vocabulary for humans and machiseed to share domain information.

Many ontologies were created during the last yesrsparticular, ontology developers use Web
Ontology Language (OWL) [3] to create their ontaésg Though the ontology principles are simple,
still a methodology that will guide the ontologyeéopers to create\aluable ontology is missing.

In this paper we introduce a set of criteria foluable ontologies based on a literature search.s€he
of criteria include the following six criteria thate inherent to an ontology: (1) reflection oflitga

(2) structure and uniformity, (3) definition of gaalizations, (4) minimalism and non-ambiguity, (5)
completeness and correctness, and (6) richnessotBer criteria are derived from the ontology's
usage: (7) non-redundancy, (8) consistency, (9y ea@intenance, (10) uniqueness and originality,
(11) scalability, and (12) use by real-life applioas.

We then preserfiituation-based Access Control (SitBAC) [4] — an OWL ontology for representing
and reasoning with access control polices in liez-tthat we developed following a thorough
qualitative research of this domain. We demonstnate the first nine of the valuable criteria aret me
by the SitBAC ontology, while the last three criiesire not.

2 VALUABE CRITERIA FOR ONTOLOGIES

We are interesting in defining valuable criteriathwrespect to ontologies. For that purpose, we
searched the web [5-11] looking for valuable orupgariteria, which relate to scientific domains
(e.g., the mathematics domain, the informationesyist domain). We integrated the search findings
with our own ideas and finalized the following liftvaluable criteria for ontologies. In the rebtlis
Section we present and explain the valuable aitekfter providing the background for the ontology
of Situation-Based Access Control (SitBAC) thatdeveloped in Section 3, we analyze our ontology,
in Section 4, in the terms of the valuable critediemonstrating that it is a valuable ontology.t®ac

5 includes a discussion and conclusions.

A valuable ontology is an ontology that: (1) Reffereality, (2) Is structured and uniform, (3) Defs

generalizations, (4) Is minimal and unambiguou¥g®omplete and correct (true), (6) Is rich, (8),
non-redundant, (8) Is consistent, (9) Is easy tmtaia, (10) Is unique and original, (11) Is scééab
and (12) Is used by real-life applications

We divided the criteria into two groups: the figsbup (1-6) address characteristics that are imhéoe
the ontology, while the second group (7-12) addadewacteristics that derive from the manner in
which the ontology is used (e.g., a reasoner id tsifer new facts from the ontology).

21 Reéflection of reality

The ontology has to reflect the reality of a speaifomain. Thus, the knowledge maintained within
the ontology has to be based on facts taken framrdhl world and needs to represent these facts
accurately. The criterion is derived from the slaglefinition of an ontology, provided by Grub8t:[

"An ontology is an explicit, machine-interpretalsdpecification of a conceptualization - that is, the



entities, or concepts, that are presumed to eristoime area of interest, their attributes, and the
relationships that hold among them."

2.2 Structure and uniformity

The ontology has to follow a small number of stmuat rules. The rules have to be simple and should
have an easy explanation. Following such rulesigesva sense of uniformity to the eye of the
observer, which leads to clarity and comprehension.

2.3 Generalization

An ontology, in its essence, maintains a collecbbrroncepts that specifies the nature of a domain.
An ontology may be tailored to describe a speadtficnain or it can be constructed in a way that
enables simple integration of the ontology withtheo domains. The principles that enable integnatio
should be described by guidelines that can be Vi@tb by ontology developers. Such an ontology
should include general concepts, organized in rekres, where the roots of the hierarchies (itee, t
high-level concepts) represents the most genemceapis of the domain. The high-level concepts
support the integration of the ontology with otldemain ontologies by using these concepts as the
basis for the creation of a new ontology that sgizes the high level concepts and specifies the
nature of another domain within the framework @& kigh-level concepts.

24  Minimalism and non-ambiguity

An ontology, by definition, reflects a certain ddmaf a real world. As the real world is made of
"things", during an ontology's creation, the ongyls developer carries out an abstraction progess i
which he decides which real-world things to repnésas ontology concepts, along with their
properties and values, and which things to leateobthe ontology. According to Wand and Wang
11], "to be a good representation of a real-woyktemm, the lawful states of an ontology shouldefl
the lawful states of the respected real-world syStevhere astateis a set of values assigned to the
things (or assigned to the concepts in the resgeat¢ology), at a given time. While creating an
ontology, three possible problematic situations lsappen: (a) the ontology misses relevant concepts
(i.e., there exist real-world states that are Bptesented in the ontology at all), (b) the ontgldges
not make enough distinctions between conceptiacsituations that need to be classified as differ
states of the real world are mapped into a singtelogy state, or (c) the ontology includes consept
that are not associated with any real-world stabe first problematic situation regardsmpleteness
(discussed in Section 2.5), the second problensati@tion regardambiguity [11], and the third
problematic situation regarasinimalism

In an ambiguous ontology, several real-world states mapped into the same ontology state, thus
there is insufficient information to infer whichast in the real world is represented and to make a
correct inference. A minimal ontology is definedaasontology that includes only those concepts that
can be mapped into lawful states in the real world.

25 Complete and correct (truth)

Completeness of an ontology can be evaluated aogpra the expected usage of the ontology, which
defines its scope. We focus on ontologies thatugesl as an aid for making decisions about action
selection. This is in accordance with the behasgiothe knowledge level, as it is defined by Newell

[12]: "The agent processes its knowledge to detezntihe actions to take. The behavior law is the
principle of rationality: Actions are selected ttain the agent's goals”.

Thus, an ontology is complete with respect to asime-making task if all the situations in the real
world for which a decision is applicable can berespnted in the ontology and a decision about an
action selection can be inferred from the ontoltagyany of these situations. Our definition is sedp

to the decision-making tasks that the ontologycisped to support. Within this scope that defines th
relevant lawful states of the real world that skdobke represented in the ontlogy, we follow the
definition of Wand and Wang 11] where a completéolmyy is an ontology that includes an
exhaustive mapping of real world states to thelogios concepts.



An ontology is non-conflicting if it does not coirtagarbling [11] of states, where a state of thed-re
world is mapped to an incorrect state of the omppldVhen a state of the real world is mapped into
more than one state of the ontology (which by fitsehot considered problematic according to 11])
and the implications from these states is conttajcwe have a conflict.

An ontology is correct if the correct inferencenmde for all the possible situations for which a
decision is applicable. For this to hold, an ongglds correct if and only if it is complete and Ron
conflicting. Completeness guarantees that a dectsam be made for each applicable situation in real
life. Non conflict guarantees that the decisiorpogse(s) that would be inferred from the ontology f

a given situation would either be a single respamgbat the responses would not be conflicting.

2.6 Richness

A rich ontology is an ontology that makes a wide wf all the features that OWL provides and
exhausts the entire range of the language capadila increase the expressive power of the onyolog

The following six criteria are derived from the geaof an ontology.
2.7 Non-redundancy

An ontology that reflects reality has to represeath relevant real-world "thing" via exactly one
representation construct, thus, it has to be ndonéant. If redundant knowledge is found, it haldo
removed from the ontology. Keeping a non-redundartblogy keeps the volume of the ontology
small. When the ontology is updated or extended, dhanges are carried out once instead of in
different places. Accordingly, the number of poignhuman errors is decreased and this results in a
clear and understandable ontology in the same atythe uniformity criterion affects the ontology.

2.8 Consistency

A consistent ontology [13] does not contain any tetictory facts. To maintain this feature,

consistency checking should be performed. This kihgcfeature is part of the standard inference
services that are traditionally provided by a Dhsener [13]. Within the consistency checking, the
reasoner verifies the consistency with respeca}dunctional properties (e.g., hasBirthMother ngean
that each relevant concept can only have one birtdiher), (b) restrictions (e.g., existential

restrictions), (c) class inconsistency, which gde effect of the ontology classifying task, anoren

2.9 Easeof maintenance

An ontology should be easy to maintain. Maintairntimg ontology means modifying and extending the
ontology to represent new distinctions of realitgttbecome relevant for the inference tasks fockwhi
the ontology is to be used. The ease is derivenh fpooviding a small number of guidelines for
ontology maintenance, which are simple and easgxfdain and follow. The ease of maintenance
stems from the structure and uniformity of the éogg. The guidelines for ontology maintenance are
written in a way that maintains the existence efather valuable characteristics.

2.10 Unigueness and Originality
A unigue and original ontology has to introducessviidea or a new approach in a surprising way.
211 Scalability

An ontology has to be scalable, thus, it has talide to grow as much as required (by introducing ne
concepts) while keeping the optimal complexitytad tictivities that use the ontology.

2.12 Useby real-life applications
Developers create ontologies as part of their rebea, as part of developing applicable information

systems, as part of producing software artifactaat of generating artificial intelligent systeratc.
All the various developers share a common goat:ttteawork they carried out will become a real-life



applicable tool that serves the requirements afrganization and promotes its vision. According to
this, we believe that an ontology that is part oéal-life application is a valuable ontology.

3 SITUATION-BASED ACCESSCONTROL (SITBAC) ONTOLOGY

Many organizations use confidentiality protectioreamanisms, which are based Bole-Based
Access Control (RBAC) model [14], whose main principle is to grant pesita to an entity that
requests the access to data, based on the ewtigdsization role. The RBAC model is considered as
a simple and an elegant model. However, its expeegower is limited. Therefore, there may exist
scenarios of data-access request that are recqaéceniding to the organization regulations but canno
be supported or represented via the RBAC model.

In order to overcome this expressive power limiatiwe proposed our modehituation-Based
Access Control (StBAC) model [4]. SitBAC is a healthcare-oriented conaapmodel that enables
to formally represent data-access scenarios. Weloged SitBAC after a thorough qualitative study
of various data-access scenarios in healthcareniaajions, where we collected by structured
interviews close to two hundred scenarios of dataess requests and analyzed their characteristics.

We then implemented the conceptual model of SitB#sCan OWL ontology. The SitBAC OWL
ontology aims (a) to enable definirata-access policies by representing situations that describe
prototypical institutional settings in which accesgatient records should be granted to a requeesti
agent, (b) teshare the data-access policies among several organigakip using the support of OWL
in interoperability, and (c) to serve as a knowkdalgge for aeasoning process, concerning an
incoming data-access request. The reasoning pravesses a realization-based method and infers
an 'approved/denied' response for the incomingastduased on the defined data-access policies.

Though SitBAC was created for the domain of healtbcthe principles are generic and can be used
as a basis for creating access control policiedfioer domains, as well. We have applied the design
patterns used in our SitBAC ontology to other damaasuch as authorizing credit card requests or
attending to student discipline problems [15].

The SitBAC OWL ontology consists of three composerihe SitBAC Vocabulary the Situation
Classesand theSituation IndividualsThe following is a detailed description of eacmponent. The
ontology was implemented in OWL using Protégé [16].

3.1 TheSitBAC Vocabulary

The SitBAC Vocabulary is composed of concepts rggméng various characteristics of data-access
scenarios that we elicited from our observatiomatlys Based on our findings, the defined concepts
were arranged in three fundamental categoriesh@srsin Fig. 1: (1) Entities, (2) Refineables (i.e.
attributes of the Entities), and (3) Relations kestw Entities or between Refineables. On top ofethes
three categories and their related concepts, weeatkthe heart of our model — tBguation, a formal
representation of a data-access scenario. ThetiSitua a pattern consisting of six Entities, along
with their Refineables and Relations, as showrign E

Each of the fundamental categories is represemtedii ontology as a super-class. All the concepts
that belong to a category are defined as its sebeta (creating classification hierarchies) or as
individuals of the subclasses (defining enumeratadses). The following three paragraphs provide
more details on each of the super-classes. Thatfituis discussed in the next subsection.

Entities: we represented the following six Entities as sadges of th€nt i t y_Concept super-class:
1. Dat a- Request or is the entity requesting access to the patierita.d

2. Pati ent is the entity who is the subject of the requesiziz.

3. EHR (Electronic Health Record) is the record wherephtient’s data is maintained.

4. Task is the operation on the data that the Data-Requ&gshes to carry out. In particular, the
Task refers to aAct i on and arEHR- sect i on (e.g., view medications, update prescriptions).
Legal - Aut hori zati on is a legal document authorizing the requested Task, a caregiver
requests access to a patient's hospital recongwoiis discharge letter for a follow-up procedure)
6. Response is the data-access decision, which mayf@ oved (granted) oDeni ed.

Ll
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Fig 1: A screen shot of the SitBAC ontologyplémented via Protégé [16], including the
concept classes (A), and the properties of theefituation class (B)

Refineables are attributes of the Entities or the RefineablRsfineables can be represented in three
possible ways. In the first way, Refineables arepresented as sub-classes of the
Ref i neabl e_Concept super-class (e.g., thecat i on of the Data-Requestor, which is a subclass of
the hierarchy ofedi cal _Si t e, and theRol e of the Data-Requestor, which is a subclass oRtte
hierarchy). In the second way, Refineables areesgmted as an enumerated set of individuals (e.g.,
the class Patient_Status is enumerated by the individualsi npatient St atus,

out pati ent St at us, and nursi ngStatus; Yes and No are the possible enumerations of the
I's_In_shift subclass). The third way to represent Refineaislasing data-type properties (e.qg.,
thehasAcccessTi ne property of the Data-Requestor s e as its range).

The Entities relate to the first two types of Refbles via object-propertiehasRol e and
hasEnpl oyer for the Data-Requestor ahds| nsur ance and tasLocat i on for the Patient). Some
Refineables are attributes of other Refineableg.,(¢he Hospital subclass relates to its various
departments viaasHospi t al Depar t ment object property).

Relations can be established between two Entities (E2E-Relabr between two Refineables (R2R-
Relation) and are represented as subclas&& Rel ati on and R2R _Rel ation) of the

Rel ati on_Concept super-class. The different types of Relations wemiped and each group is
represented as a subclass. For example, thecation_Relation and the
Organi zati on_Rel ati on are subclasses of tH&2R_Rel ati on. The specific E2ZE and R2R
Relations that may exist are represented as ingisdof these Relation classes (e.g., the individua
R2RI . DR Locati on. | sEqual To. Pati ent. Locat i on represents the fact that the Patient and the
Data-Request are located at the same place. We aisedming convention to ease the user
understating of the various individual Relations.



3.2 TheSituation and the Situation Classes

The Situation is represented in the ontology aspeisclass named Situation. Recall, it structures a
data-access scenario into a formal representdtimn Situation's properties relate to the Entitédsng
with their Refineables and Relations, all takemrfriie SitBAC vocabulary. The properties include:

e hasPatient —a functional property whose range is the Pagetity.

e hasDat aRequest or — a functional property whose range is the Datgti@etor entity.
e hasEHR — a functional property whose range is the EHRenti

e haslLegal Aut hori zat i on — a functional property whose range is the LAtgnti

e hasTask — a functional property whose range is the TadkyerEach Situation can describe
many tasks (at least one), where each task referspecific action on a specific EHR-section.

e hasResponse — a functional property whose range is the Respensity, which either approves
or denies access to data.

e hasE2ERel ati on —a non-functional property whose range is the R2E&tions.
e hasR2RRel ati on — a non-functional property whose range is the R2Ritions.
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Fig. 2: A screen shot of a particular SitClass na@nstClass.HCA.InPatient. The SitClass is
a subclass of the Situation class and has assedsditions.

Part B of Fig 1 demonstrates the object propedfdbe Situation super-class. In the OWL ontology,
each specific data-access scenario is formalizex drSituation Sub-Class or SitClass for short,
which is a descendant of the Situation super-dlsss Fig. 2). The various SitClasses inherit object
properties from the Situation super-class and ditexh hold asserted conditions to represent differ
types of restrictions. For example, all SitClassetude the necessary & sufficient (n&s) condition:

>hasTask min 1, which expresses the requirement that each SgClas to include at least one



Task. An example for a SitClass is presented in
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Fig. 2: HealthCare Administrator (HCA) requestsview the demographic section of a patient’s
record (a), in case the patient is hospitalizedPét i ent St at us) (b), the HCA is in shift (c), and the
patient is hospitalized at the same working depamtrof the HCA (d). The responseAispr oved (e).

One of our design principles is that all the SigSks define Situations in which access should be
approved (the value ofiasResponse is set toApproved). The Situations are defined using
necessary and sufficient axioms. There is a sinlgles that is complementary to all the ‘approved'
SitClasses, which denies access in all other sicendrhis class is defined as the negation of thiko
SitClasses. Its necessary implication is to demgsg (the value dfasResponse is set taDeni ed).

3.3 TheSituation Individuals

Situation Individualsare members of the Situation super-class. In ftAE ontology, we use the
Situation individual to represent an incoming dataess request. Such individuals are realized as
members of particular SitClasses, using reasosacs) as Pellet [13]. If an individual is realizexdoi

any of the SitClasses (excluding the complementtags) then the inferred responseigpr oved.

The Situation individual is generated as an inputthe decision process and is removed when the
decision process with respect to the above inpds.en

Realizing a Situation individual to a single Sit€&arequirexlosed-world inferenceClosed-world
inference is necessary when an explicit respofgpr ©ved/ Deni ed) is required. Closed-world is
not naturally supported by OWL, as OWL supportseperld reasoning. For that purpose, we
developed ontology design patterns that resultdlosed-world ontology. A full description of otistl

of design patterns can be found in [17].



4 REVIEWING SITBACWITH RESPECT TO THE VALUABLE
CRITERIA

In this Section we explain how SitBAC addresseswilaable criteria. Criteria that SitBAC does not
meet are only discussed in Section 5.

4.1 Theontology isareflection of reality

Our OWL ontology is based on the outcome of a thghoqualitative research that lasted over than a
year [4]. Within this research, we used acceptgblgitative research methods to elicit and analyze
the required data, mainly interviews. Every intewilasted between 30 minutes to one hour. We
interviewed different stakeholders who were invdlie access-control scenarios, such as: a family
doctor, an expert physician, two nurses, a socwker, a dietitian, an insurance person, medical
information-systems experts, and patients. Thaves yield 197 scenarios describing requests of
access to patients' data. We used a qualitativeaddb analyze the transcribed interviews. Theethre

fundamental categories that we identified wereitiest Refineables, and Relations.

In the next step of our research, we defined a comstructure to the collection of scenarios by gisin
a graphical information system analysis and desigthodology called Object Process Methodology
(OPM) [18]. OPM allowed us to have a visual repnégion of the model that we were formulating,
which helped us conceive it. Using OPM, we struedduthe scenarios into Situations. The Situation is
the heart of our model. The Situation is a formagcsfication of a generic scenario, composed of
Entities, Refineables and Relations. In order tec8p a specific scenario, we defined a Situation
Instance, which inherits the structure of the Sitieand includes Refineable allowed-values.

The design of the SitBAC ontology reflects the abdescription of the conceptual model. A SitBAC
concept is an ontology class, an ontology individona data-type property (e.hasAccessTi ne).
The classes are arranged in three main hierarchieese super-classes amntity_Concept,
Ref i neabl e_Concept, andRel ati on_Concept . The individuals represent some of the allowed
values (e.g.Hospi tal i zed is an individual of thePat i ent _St at us class) while the other allowed
values are defined as subclasses (e.gecaet ary is a subclass of theol e Refineable class). The
Situation is represented as a Situation Super-Céasthe Situation Instances that represent piatic
data-access request scenarios are representadao8iSub-Classes (SitClasses for short).

Based on the methodological process that we foltbiweorder to construct the SitBAC ontology from
interviews of stakeholders, we can state that #tBAE ontology reflects a reality concerning the
healthcare domain, in particular healthcare datassscenarios.

4.2 Theontology is structured and uniform

The SitBAC vocabulary is composed of classes armliviuals. The classes are organized as
descendants of one of the three super-classesyHefineable, and Relation).

In order to define the closed sets of allowed valice class properties, the SitBAC vocabulary uses
two design patterns: (a) a value-partition desigtigon [19] (e.g., théiCA Role class is partitioned
into its subclasseskdi cal _Secretary, | S Adnmini strator, and Ordi nary_HCA) and (b) an
enumerated-class design pattern [19] (e.g., thes¢ls | n_Shift contains only its two possible
individuals:Yes, No). We use value partitions to partition conceptt tan be further specialized into
subclasses and we use enumerated classes for siatpfgorical values. The use of these two design
patterns resulted in a uniform and a well-struatuwetology.

The structured and uniform feature enables to \easitend the SitBAC vocabulary. The extension
ability is part of the maintenance ability, whicle wefer to as an additional valuable criterion. The
ease of maintenance criterion is discussed in stibeet.9.

4.3 Theontology can be generalized

The SitBAC ontology was created for representind ezasoning with access control policies in the
domain of healthcare. Although there exist in tBA&C ontology some principles, structures and



guidelines that can be followed to apply it to dotdomain, still an intermediate layer is missimg

order to state that the SitBAC ontology is genembugh to enable a quick integration with other

domains. However, we believe that extending thBALl ontology to support this intermediate layer
can be easily carried out. We now describe ourestggn for constructing the intermediate layer:

e The super-classes of the ontology (Entity, Refiteadnd Relation) should remain without
changes. The intermediate layer along with the rsalasses establishes the "high-level classes".

e Some of the defined entities are general (Data &squ Response, Task and
Legal_Authorization) and some require generalizafthe Patient should be a subclass of a new
general class named Subject, and the EHR shoula saébclass of a new general class named
Resource).

o Some of the defined Refineables are general (Rbiganization, Shift, Action) and some require
generalization (Patient_Status should be a subofaasnew general class hamed Subject_Status
and EHR_Section should be a subclass of a new gjetiass Resource_Section).

o All the Refineables that are specific-domain (elme, Is_In_Department refineable defined for the
healthcare domain) should be added by the ontatogptor.

e The Relations are grouped into two subclasses: tyE@tiEntity Relation and
Refineable_2_Refineable_Relation. This structurgeiseral. New domain-specific Relations will
be added as individuals of these subclasses byntiodkogy creator.

Such an extension can be easily used for repregeati access control policy of another domain, for
example an access control policy of an academianzgtion: A Student class should be created as a
subclass of the Subject, the Student_Record shi@uédsubclass of the Resource class, etc.

To summarize, the SitBAC ontology is not generalugyh as it is. However, a simple extension could
convert the ontology to be general enough for TEng other domains as well.

4.4 Theontology is minimal and non-ambiguous

When examining the SitBAC ontology with respectitimimalism, we need to validate that there not
exist a vocabulary concept that we do not use withir SitClasses, which formulate the access-
control policy. In such case, we can deduce treattncept is not required for the ontology's redect

of the domain. After examining our ontology we caate that it is minimal.

In addition, we need to examine our ontology widispect to the non-ambiguity criterion. After
checking the mapping of the various scenarios Wetcollected during the qualitative stage into
different SitClasses, we can state that our ongoi®gon-ambiguous.

45 Theontology iscomplete and correct (true)

Completeness: According to the completeness definition, an orggls complete if a decision about
action selection can be inferred from the ontolémyeach situation in the real world, which is also
represented in the ontology. With respect to théfinition, our ontology is complete. The
completeness feature derives from the ontology&gde The ontology's design guidelines are to
create a SitClass for every permitted access-récquesario (i.e., a SitClass whosasResponse
property has the valugppr oved) and one SitClass to deny all the rest (hasResponse has the
valueDeni ed). We name the latt&fomplementarglass. Fig. 3 presents the Complementary class.

The complementary class negates all the 'appr@igtiasses; thus, when the reasoner tries to eealiz
a Situation individual into one of the SitClassesyill realize the individual into the Complemenga
class only if the individual cannot be realizedinine of the ‘approved’ SitClasses. In such chse, t
individual inherits thehasResponse value of the Complementary class, thus, accedsriied. Using
this design, a Situation individual will alwape realized into one of the Situation subclasses.

Non-Conflicting: The non-conflicting feature derives from its desifjhe response isppr oved for
all SitClasses except for the complementary class Situation individual would always be realized
into either a SitClass or the Complementary clasgyuld never have conflicting responses.

Refineable_Concept B
LLER AL (-

Relation_Concept

Situation & Situation

© AbstractSituation_Atypicd | @ not (SitClass.Atyp.NurseViewDemographics or SitClass.LA.Social_WWorker or SitClass.Atyp.Family_Doctor or
& AbstractSituation_Roleln
& SitClass.Complementary | || hasResponse has Denied

hasTask min 1




Fig. 3: a screen shot from Protégé showing then@lementary Class
Correctness. Because the ontology is complete and non-conftigtifiollows that it is correct.

4.6 Theontology isrich

The SitBAC ontology makes a wide use of the feattinat OWL provides. The basic features that we
used were to structure the SitBAC concepts intoahohies and to create properties and individuals.
These basic features are provided also by the Fam®logy version. In addition, we used advanced
features of OWL such as: (a) creating primitive alafined classes using necessary and sufficient
restrictions, (b) defining functional and non-funaoil object properties and stating the range aed t
domain of these properties, (c) constructing afiey or restrictions: Quantifier restrictions (i.e.,
Existential and Universal), Cardinality restrictsoand hasValue restrictions, (d) we used the featur
of closure axioms, value partitions, covering axgomlisjoint classes, and enumerated classes, (e) we
created necessary implications in some of our efgsand (f) we took advantage of almost all the
services that are provided by the DL-reasoner:istrsy checking, classification, and realization.

4.7 Theontology isnon-redundant

We maintain a non-redundant ontology. The SitBACallary represents the healthcare domain
characteristics without repetitions. The set ofC&isses does not include redundant classes as we
execute the reasoner after adding a new SitClagsetontology to check whether the new SitClass is
a subclass of an existing SitClass, or, an exissinglass is a subclass of the new SitClass. Ifrs®,
subclass is eliminated, since the more generas adlnsady grants access to data. The non-redundancy
feature results in decreasing the risk for errertha set of SitClasses is as small as possible.

4.8 Theontology is consistent

The ontology does not contain any contradictorysfaas we executed the consistency checking after
introducing a new concept to the SitBAC vocabularyafter updating an existing concept. If the
reasoner notifies an inconsistent state in thelogyo we fixed the problem.

4.9 Theontology iseasily maintained

Ontology maintenance is composed of two major ta@supdating the existing knowledge and (b)
extending the knowledge by adding new knowledgeiemtThese maintenance tasks refer to two
main components of our ontology: (1) the SitBAC afoglary and (2) the set of SitClasses.

When it is evident that the ontology does not aataly reflect something in the real-world or (irrou
case, it may be a data-access policy (i.e., SisTkassome vocabulary concept to which the policies
refer, the ontology administrator needs to lochee groblematic class and update it. When updating
the ontology, a modular design that does not irelegdundancy, supports reuse, and is easy to
comprehend, allows for easy update. More detagarding the ways in which locating classes and
updating them can be easily done can be foundrh [1

5 DISCUSSION AND CONCLUSIONS

In this paper we defined a set of twelve critehiattmake an ontology valuable. As we discuss in the
following paragraphs, SitBAC meets the first nirfieh@se criteria.

SitBAC is an ontology that formally represents so@s of data access. Each SitClass represents a
specific scenario in which access should be graatetla class that is complementary to all other
SitClasses denies access. We use an OWL reasamalie an incoming data-access request into one
of the SitClasses or to the complementary classirgfiad the value of the response property of these
classes: approved or denied. The rules for tranglahe conceptual model into the OWL ontology
produced a well-structured and uniformly designetblogy that is rich, minimal, non-ambiguous,
complete, non-conflicting, and hence, correct. \aterl formulated these rules as guidelines that are
used by ontology developers to maintain the ontokgh that it retains the above-mentioned criteria



The same principles and design patterns that gisde maintaining the SitBAC ontology can be used
to develop policy-based ontologies in other domabfscourse, the adaptation to other domains needs
to be done following a comprehensive study anddlitee search of the other domain. Recently, we
gave our guidelines for creating and maintaining 8itBAC ontology to several undergraduate
students in an elective knowledge representationsecthat the second author was teaching during the
Fall semester of 2009. Based on SitBAC's desigtepst, the students formulated several policy-
based decision support systems that are simil&t®AC in other domains, including (1) a system
that decides on which pest affected crops basesymptoms that appear on crops and descriptions of
the pest found, (2) personalizing a visit to a mnsebased on user profiles, (3) matching user
constraints with tourist plans, (4) classificatmfrsentences containing negation into sentencerpait
and (5) classifying the type of crime based on evi@ collected. While all of these ontologies
followed the design principles that we used in 8ifBand duplicated the structure of SitBAC, they
did not extend SitBAC's generic classes. Futurkwgll examine whether SitBAC could be extended
to support these ontologies development by extgn8itBAC through its generic high-level classes.

Limitations: The last three valuable criteria are not gtSitBAC as well as the first nine, as we
explain below: (10¥he uniqueness of SitBAChe traditional way to implement access contsaioi
create database queries that comply with the RBA®&Ialn However, RBAC is limited in its
expressiveness power. There exist other policydagegs that extend RBAC, for example, XACML
[20], using XML as its representation format, Trixilicy Language [21], and works that support
context characteristics [22-24]. Some of thesecgolanguages are defined on top of a robust
formalism (e.g., Logic programming or Descriptioadics). Such policy languages are considered as
'well-defined semantics' languages according td, [@Bo define this feature as "the language ability
to be independent of its particular implementatidrtie SitBAC OWL ontology can be considered as
a "well-defined semantics" language, but cannatdysidered as unique, though the number of policy
languages that are DL-Based languages is small ®jvever, our work uses OWL in a way that
infers the response for an incoming data-accessestdn real-timeOther works [26-28] do not use
the reasoner for providing a real-time responseafoincoming data-access request as we do. Thus,
the reasoning usage that we present is unique.Sddlpbility As our AC mechanism works with
existing reasoners, the complexity of the reasorsngxponential (ALCON(D)). However, Horrocks
et al [28] tested the reasoner performance asa@ifumof the knowledge-base size and found that the
actual performance was better than the theoratical (12)The real-life useof our ontology has not
yet been assessed. However, the ontology has ested twith a set of 29 SitClasses corresponding to
scenarios elicited from Carmel Medical Center at&Ruation individuals.

Finally, a well- known phrase says: “Beauty ighe eye of the beholder”. One can say that thefist
valuable characteristics presented in this papeaisal.
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